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B I XKECSIRT:

When an information security incident occurs,
notify the University of Miyazaki CSIRT
immediately!
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. E-Mail / csirt @ miyazaki-u.ac. -
e Phone/0985'58'2544 H’i;f% 24"#'553655

Reception Hours 24 hours a day’ 365 dayS a year.

Notice Destination
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When an information security incident has occurred, or is likely to occur, please contact the University of Miyazaki CSIRT as soon as
possible. At the same time, please report to the information security committee or administration of each faculty.
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Leakage of personal or confidential information

B R TLANDKE BRI R TLOEE

Information system failure

Attacks on information systems

OEHDMK /B

Lost / stolen documents
@/, USB XEVYEDEHBEEDINK / HEE
Lost / stolen of recording media such as PCs,
USB memory sticks, etc.
ORIEDIKk /B Lost/stolen specimens
O A—JLEE#E(E  Wrong transmission of E-Mail
O RATLEREDARE Inadequate system settings
O(BNDIBEHIFLHL Taking information outside of work

O 1ILAREZ virus infection
@®DoSHKE Denial of Service attack
O/\Y AV —=I\ADFRIERA
Unauthorized intrusion into PCs
and servers
O R/NLRA—)LDIX(E
Sending spam e-mails.

O®WebH 1 kDB A
Web site defacement

OHMN—KEICERTHERDND
HP—EZELL
Service outages believed to be
caused by cyber attacks.
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BARHEPEZFRIS
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Personal and confidential information is not
taken out! Do not leave it!

INAT—RI3 RS EAEC!

Passwords should be long and complex!
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Complex passwords.
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Do not use unnecessary software!
Do not open suspicious emails or URLS!
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Do not access.
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Do not install.
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Don't take it out. Store documents. Lock
V7RO 7 DEH!
DALIVAXRY/TRDEA!

Software updates!
Installation of antivirus software!

<

V7 b DESR

software update.
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Anti-virus software installed.
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Thorough confirmation when sending e-mail!
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Confirm address.

PW{thn

Set a password.
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University of Miyazaki CSIRT
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Note the disposal of documents and computers!
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Shredder Physical disruption




